ESTABLISHINGNDMAINTAININGAN INFORMATIOSECURITRROGRAM

OVERVIEW
Studentshavearight to knowthat their informationis beingkeptin a secureenvironmentthat meetsindustry
standards.

PRACTICE

' TheAssociateVicePresideniof Information Technologys responsibleor the establishmentandimplementation
of aninformation securityprogramthat containsadministrative technicaland physicakafeguardsiesignedo
protect campusinformationassets.

Theinformation securityprogrammustimplementa risk based layeredapproachthat usespreventative,
detective,andcorrectivecontrolssufficientto providean acceptabldevel of information securityand mustbe
reviewedat leastannuallyto ensurecompliancewith industrystandardsandbestpractices.

PROGRANREQUIREMENTS

THEINFORMATIOSECURITPROGRANUUST

* Documentrolesandresponsibilitiedor the information securityprogram.
«  Providefor the confidentiality,integrity and availabilityof information, regardlesof the mediumin which
incidentresponseplan.
2curityawarenesandtraining programs.
ablelaws, regulations,and CaliforniaBaptistUniversitypolicies.

SCOPE
Campuswide

RESPONSIBILITY
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